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With data breaches being a fact of life and 
the risk of vulnerabilities in all of those 
applications available over a variety of 
endpoints, application security is a necessity. 

Application security is usually done by finding, fixing and preventing 
vulnerabilities, with an emphasis on finding solutions to prevent cybersecurity 
events in the future. However, many of the breaches we’re seeing are caused 
by a vulnerability related to the application, often because developers move so 
quickly to push out new code. 

In addition, not everyone is sold on the idea that AppSec as we know it 
currently is all that effective. Organizations complain that application security 
vulnerability discovery and threat intelligence feeds aren't showing a unified 
scope of vulnerability. “To me, this means that threat intelligence isn't doing a 
good job of showing where developers leave firms vulnerable, and application 
security tools haven't been tuned to effectively detect what risks firms are 
likely to realize,” said ZeroNorth CTO John Steven.

AppSec promises to become more complicated with greater deployment of 
cloud security and as IT infrastructures shift to “software-defined everything” 
services. Traditional app security is no longer enough to meet those security 
challenges. Effective AppSec means stopping attackers in production as 
they try to brute force their way into an app, which means software teams 
need active protection wherever they choose to run their apps, APIs and 
microservices. As technology advances—and more rapidly than ever—how will 
the next generation of AppSec address these new challenges?
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A bout 10 years ago, there was a 
lot of chatter about moving to 
the cloud. Today, however, we 

are finally seeing that shift of moving 
infrastructure. “AWS and Google Cloud 
really pushed this change, making it easier 
to move applications and services to the 
cloud,” said Tom Eston, senior manager, 
Penetration Testing, at Veracode. “But now 
that everyone has moved to the cloud, there 
is a lot more risk involved because that’s 
gotten the attention of hackers and people 
wanting to compromise information. That’s 
evidenced by the number of data breaches 
coming from the cloud.”

As organizations restructure architectures 
toward microservices, it becomes more difficult 
for developers to conduct threat modelling on 
their own. With a greater shift to self-service cloud-
provided infrastructure, more of the code is shared 
responsibility with the cloud service provider. 

"The shift to the cloud and the software-as-
everything-services has had a major impact on how 
we think about securing our data," explained Brian 
Bernstein, Systems Engineer with Lacework. "We 
begin to lose more and more control around the 
security of the infrastructure that the information 
lives on. This makes the role of application security 
much more important." 

The next-generation environment will continue 
to grow more heterogeneous. “Effective AppSec 
tooling is environment-agnostic, meaning it’s 
effective not only in the cloud, but also on-
premises, in containers or a hybrid of all three 
of these,” explained Brendon Macaraeg, senior 
director of product marketing at Signal Sciences. 
A next-gen web-application firewall (WAF) or 
runtime application self-protection (RASP), for 
example, can protect web apps against account 
takeover, bad bots or business logic attacks 
in production wherever the attacker seeks to 
maliciously penetrate or otherwise leverage an app, 
including the cloud.

The 
Impact of 
the Cloud
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Developers Are Taking
Over AppSec

A WhiteSource Report

Get the Report
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MICROSERVICES/
MICROSERVICES 
ARCHITECTURE: 
A software development design 
as a single-function service 
used in public interfaces. Each 
microservice plays a unique 
purpose in an application. 

CONTAINER: 
A complete runtime environment 
for the application, including all 
of its dependencies and libraries. 
Applications in containers can 
be booted almost instantly, 
whenever needed. Docker is not 
the only container, but it is the 
most popular. It is an open source 
technology that has been widely 
adopted across all OS and cloud 
architectures.

Next-Gen Technologies

KUBERNETES: 
An open source container 
orchestration technology 
responsible for automating 
application management and 
deployment. “Kubernetes is a hot 
technology right now as people 
build out DevOps projects,” 
said Eston. “Kubernetes allows 
you to scale applications in an 
infrastructure faster than has ever 
been done before, by utilizing 
containers.”

EDGE SECURITY:
Data is only shared in encrypted 
form, which means that it should 
never be able to be shared 
without permission. Data is gold 
for companies and hackers. 
Expect greater emphasis on 
AppSec that targets data 
protection directly. 

The next generation of AppSec will feature a next generation of technologies and terms. They may not be new 
terms, but they are vital to provide application security in evolving and vulnerable infrastructures. They are terms 
you’ll hear a lot as you move forward with your application security. These include:

Open source will play a huge role in next-gen application security. The prevention step in application security 
is especially important in open source applications. “This is where application security can be most effective,” 
said Shiri Ivtsan, product manager at WhiteSource. Because more organizations are now adopting open source, 
traditional application security is becoming less relevant, she noted. Hackers understand it is very easy to put 
vulnerabilities into open source, making it more important that organizations put more emphasis on open source 
vulnerabilities.
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Too Many Options

W here fragmentation hurt 
CISOs before, it's killing them 
in a cloud-native world. An 

organization today may have a security 
plan that depends on as many as 30 
tools and work with dozens of vendors. 
“Executives are applying a different kind 
of pressure to security, mandating that 
nothing—not even critical security bugs—
should impede the speed of delivery,” said 
Steven.

This pressure has required organizations to respond 
with a change in their risk management philosophy. 
More organizations are moving away from centralized 
governance through proactive security assurance—
testing during a software development life cycle—
and turning toward a more balanced model that 
seeks continuous security telemetry (deploying 
and correlating greater amounts of security data 
from more sources) as well as increasing resiliency 
(decreasing the time and human effort required to 
respond to risk exposed by telemetry), Steven said. 

“To truly address this fragmentation and significantly 
reduce this risk exposure, organizations should, 
and now can, orchestrate these disparate scanning 
tools and do so across all the layers of their software 
life cycle,” Steven noted. “This approach also allows 
DevOps and SecOps teams to get out of the weeds 

of making sense of a fragmented environment so 
they can rapidly scale application and infrastructure 
security, all without impacting development velocity.”

The speed and rapid scale of DevOps are creating 
their own challenge. Security has to be baked into 
the beginning of the software life cycle, but that isn’t 
happening. One way to change that is to rethink of 
how security is added. Ivtsan believes security needs 
to be considered part of the “R” in “R&D”: Start with 
the research and have the right tools to address the 
security issues. Equally, there should be a final gate to 
test security before the application’s deployment.

Distributed software teams utilize a variety of 
real-time communications methods. In fact, DevOps 
relies on effective communications at all phases: 
from build, deploy and operate to monitoring. That 
last phase also can be live in production—and this, 
said Macaraeg, is where AppSec is crucial: All the 
planning and requirements-gathering can’t possibly 
foretell vulnerabilities; both in the codebase as well as 
underlying cloud-based infrastructure, that can (and 
will) arise.

“Software teams (and this includes development, 
operations and security) need to be able to make 
decisions based on consistent information regardless 
of what stage of the DevOps life cycle they’re in,” he 
added. Security needs to be visible across all layers. “If 
you don’t know how your apps are being attacked, it’s 
difficult to prioritize crucial bug fixes.”
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Is Your App Security 
More WTF than WAF?

Level Up Your Protection with Blocking That Doesn’t Break Your App.

Signal Sciences next-gen web application firewall 
and runtime application self-protection are built 
to protect the modern web.

Find out how at signalsciences.com

https://signalsciences.com/?utm_source=security-boulevard&utm_medium=eguide&utm_campaign=appsec
https://www.signalsciences.com/


We know that Kubernetes allows for rapid 
scaling, but maybe it’s too rapid. More 
companies are jumping on the Kubernetes 
bandwagon, which should be good for 
AppSec. Developers are happy to utilize the 
technology. The problem is, security teams 
can’t keep up. So many of these companies 
are turning to startups that have products 
and services around Kubernetes and DevOps, 
which, again, is great for the development 
side, but it’s happening so fast that security 
teams aren’t able to assess properly if these 
tools and services are the best option for 
their organization’s applications.

The Kubernetes 
Challenge
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Risk management sensibilities 
and tolerances always will be 
organization-specific. While 
highly regulated industries 
demand a proactive and 
assurance-based approach that 
results in a lot of continual 
documentation, other types 
of organizations merely want 
to "observe and respond" 
without slowing the delivery of 
innovation to customers. What a 
company does is often mirrored 
in how it matures its security 
initiative. 

Many IT departments are enamored with the latest 
technologies, so there may be push for an over-
reliance on tools and automation. Don’t go down 
that road completely. There is still a need for manual 
testing. It’s the best way to truly see what your assets 
are—you can’t protect something if you don’t know 
it’s on the network or you don’t know its value. Use a 
balance of automation, tools and human resources 
to understand the right controls for your need, then 
develop metrics for those controls to know if they are 
working (and to show management levels that these 
tools and services are working).

There are a few criteria security stakeholders 
can use to guide them to the tools they employ to 
defend their apps, APIs and microservices, Macaraeg 
said. They are:

• ESTABLISHING VISIBILITY INTO HOW YOUR 
APPS ARE BEING ATTACKED IN PRODUCTION 
IS PARAMOUNT: You can’t defend against 
what you can’t see. Developers always are under 
pressure to release more features more often 
to stay ahead in the marketplace. But the reality 
is, no code is perfect, or ever will be. Bugs and 

Choosing the Right
App Security
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Choosing the Right
App Security

live vulnerabilities always will be the norm for all 
software teams. Knowing where and how your app 
is being attacked—and whether those attackers 
are succeeding—is key to mounting an effective 
defense. Empower your team with data that shows 
what’s happening at each layer so they can be 
proactive in responding to attacks before and as 
they occur. 

  
• APPSEC SHOULD BE AN ENABLER, NOT 

A BLOCKER, TO DEVELOPMENT AND 
OPERATIONS TEAMS. In addition to providing 
visibility into web attacks, effective AppSec tooling 
helps software teams prioritize their limited 
defensive resources instead of setting up security 
chokepoints in your software development life 
cycle (SDLC). 

• STATIC AND DYNAMIC CODE TESTING PRIOR 
TO RELEASE TO PROD HAS ITS PLACE, BUT IT 
IS CERTAINLY NOT THE END-ALL, BE-ALL TO 
APPSEC. Additionally, bug bounty programs and 
penetration tests that generate lists of potential 
vulnerabilities and bugs are valuable. When you 
combine the output of these tools/programs with 

knowing where and how attackers are focusing 
their attacks on your assets, software delivery 
teams can use that information to prioritize 
the bugs queue. Developers will understand 
the urgency behind certain bug fix request, so 
they’ll address real risks and more secure code 
will be deployed to production.  Everyone in the 
organization wins.

• KNOW THE EXTENT OF YOUR APPLICATION 
FOOTPRINT AND ENSURE YOUR TOOLING 
EFFECTIVELY INSTRUMENTS/OBSERVES 
WEB REQUESTS ACROSS VARIOUS 
INFRASTRUCTURE. Yes, cloud adoption is driven 
largely by digital transformation or adopting 
legacy apps to the cloud. But those legacy 
apps that run on-premises still need protection. 
Effective AppSec tooling can protect legacy apps 
or those in infrastructure not readily accessible 
by software teams. When software teams cannot 
directly install AppSec tooling at the web server or 
application tier, look for more flexible deployment 
options that can inspect and detect malicious web 
request traffic. 
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The technology in AppSec space is moving 
very quickly, but most organizations aren’t at a 
place where they can keep up—yet. But when 
they are, we could see the true implementation 
of a digital world. 

“Application development and deployment 
at speed and scale, securely, really defines 
digital transformation,” said Steven. “Digital 
transformation means removing the barriers 
to delivering product to customers, the crux 
of business. It’s crucial that security becomes 
not only frictionless to this process but that it 
accelerates it.”

Conclusion
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The Essential Guide to Risk-Based Vulnerability Orchestration / A ZeroNorth Ebook

© 2019 ZeroNorth, Inc. ZeroNorth is a trademark of ZeroNorth, Inc. All other brands and products are the marks of their respective holders.

Rapidly Scale Application  
and Infrastructure Security
Did you know...

You can spend up to 150% of scanning tool license costs annually 
just managing and maintaining these tools. This doesn’t even include 
selecting and onboarding.

The ZeroNorth platform provides risk-based vulnerability orchestration 
across applications and infrastructure so you can:

• Securely embrace digital transformation
• Integrate security across the entire software lifecycle
• Gain continuous visibility of vulnerabilities from AppSec to SecOps
• Reduce the costs and burden of managing disparate scanning tools

Learn more. Download the new eBook “The Essential Guide to  
Risk-Based Vulnerability Orchestration Across the Software Lifecycle.”

zeronorth.io

https://www.zeronorth.io/ebook-the-essential-guide-to-risk-based-vulnerability-orchestration-across-the-software-lifecycle/
https://www.zeronorth.io
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