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5 Powerful Solutions for Scaling Application Security 
by ZeroNorth

Time to Solve Security

As a proponent of successful digital transformation, or even just a pragmatist who needs a 
better application security program, you’re likely on the hunt to know more about the state of 
application security in 2020—and how it can be mastered. You’ve come to the right place. Here 
you will find five valuable insights culled from the industry to help you identify and overcome the 
challenges of building secure software in today’s environment. 

This paper outlines the most up-to-date findings, including Forrester’s recent report on 
application security1, and explores the sometimes rocky relationship between development 
and security. It also discusses how these cultural gaps can be bridged more effectively. These 
takeaways will help security executives accelerate, improve upon or even stand up for the first 
time, a robust and effective application security program. And security leaders will be happy to 
know, these recommendations aren’t just lofty concepts. Each insight is a business imperative, 
translated into real, actionable steps you can take right now to build, manage and sustain a more 
successful approach to application security. 

Step I: Create a Loop of Continuous Security

Software has become the lifeblood of business, as 
virtually every organization now relies on it to stay 
competitive and productive. While this development 
has boosted industry, it has also created new 
challenges for companies hoping to roll out services 
quickly and securely. Rapid application development 
cycles are key to growing the business, but it’s clear 
security teams are often struggling to keep pace. 

And because application development relies on a 
mix of home grown, open source and third-party 
components, application security is also growing 
more complex. Mistakes are made when products 
are rushed out the door, often leading to security 
issues within the release itself. So, it’s no surprise that 
application vulnerabilities are escalating, and data 
breaches—not if, but when—are now regular C-level 
conversations. 

Even the most digitally “transformed” companies don’t 
always have a well-defined approach to application 
security or vulnerability discovery. Yet analysts agree, 
applications are still the most favored external attack 
target overall.  Of the global security champions whose 
firms experienced an external attack, 42% claim 
the breach was carried out by exploiting a software 
vulnerability, while 35% said it occurred through a 
web application. Experts tell us, time is of the essence, 
stating, “Security tools and processes that can’t work 
at development speeds will be tossed aside.”1

Without a complete and 
consistent view of software 
vulnerabilities, it’s impossible 
to gain a true understanding of 
your organizational risk.

1 Source: Forrester’s The State of Application Security, 2020 

https://www.forrester.com/report/The+State+Of+Application+Security+2020/-/E-RES159057?objectid=RES159057
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Visibility Equals Security You Can See

For security to keep pace, it needs to remain adaptable 
and flexible—holistic, even. And real-time visibility 
into application risk is critical. Without a complete 
and consistent view of software vulnerabilities, it’s 
impossible to gain a true understanding of your 
organizational risk. In all likelihood, the answer to 
application security isn’t more tools—but rather, a 
better method for gathering and processing the results 
from existing ones, such as security scanning data, and  
a way to package them in a sensical and scalable way. 

Applications today are often not designed with security 
in mind, which means these concerns are only going to 
get worse as the demand for software grows. Without 
a complete, real-time view of potential vulnerabilities, 
which are managed through an orchestrated program, 
defenders can’t defend. Achieving this level of security 
control means integrating protective measures at all 
phases of the software development life cycle (SDLC).

Comprehensive, real-time visibility provides access 
to the risk profile of the application portfolio, as well 
as detailed, drill-down analytics on security scanning 
data for further analysis. Visibility allows you to look 
at risk in a prioritized way that relates to the business 
impact it can have on an organization. Logic dictates 
you can’t protect what you can’t see, yet reports 
suggest organizations running up to 80 security 
tools across applications are still struggling to gain 
a clear, consolidated view of risk.2 From managing 
vulnerabilities to orchestrating security tools to utilizing 
actionable data, the time has come to do better. 

STEP II: Embrace the Idea of “Earlier  
and Often”

If creating a loop of continuous vulnerability discovery 
is the first step in effective application security, the 
second is all about ensuring those measures are 
implemented early and often into the SDLC. Almost 
half of security decision-makers who have experienced 
an external attack first-hand confirm the breach found 
traction within a software vulnerability. Even so, only 
14% of organizations have fully integrated security at 
all phases, which means they’re moving slowly towards 
implementation in prerelease scanning in development—
and even slower towards scanning in design.3 

Instead of gaining a broad understanding of the 
software development workflow, and how to 
seamlessly integrate into it, security teams are 
often busy “picking and choosing” controls to deal 
with threats. This arbitrary selection approach to 
security leaves organizations without the visibility 
and protection they need. Rather than focusing 
security efforts on certain vertical “slices” of the 
SDLC, businesses must learn to bake security into the 
development process as soon as possible, carrying 
a consistent and comprehensive level of vigilance 
through every phase of the build. 

Industry wisdom tells us testing earlier in the SDLC 
allows security to keep pace with the speed of 
development. As a security leader, just reading this 

Rapid application development 
cycles are key to growing the 
business, but it’s clear security 
teams are often struggling to 
keep pace. 

2 Source: Forrester’s The State of Application Security 2020
3 Source: Puppet 2019 State of DevOps Report

DevSecOps is what makes room 
for security to be integrated 
into the software development 
process from the beginning.

https://www.forrester.com/report/The+State+Of+Application+Security+2020/-/E-RES159057?objectid=RES159057
https://puppet.com/resources/report/state-of-devops-report/
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paper indicates a proactive mindset. But how can your 
security initiatives gain that same level of diligence? 
It’s clear. Establish a security initiative that enables 
you to discover and remediate critical code and 
application vulnerabilities before applications are 
delivered to production. This simple move then allows 
you to keep pace with release objectives and help 
teams maintain speed while avoiding costly delays. 

While it’s heartening to see that at least some 
organizations are taking the plunge, 14% indicates 
there’s plenty of room for improvement. Firms 
must now “double down” on application security 
prerelease scanning if they hope to address real risk. 
Embedding security earlier in the process through a 
proactive approach is one of the most reliable ways 
to strengthen your security posture and competitive 
edge. If done consistently, managing vulnerabilities 
within applications will successfully address and 
mitigate most cyberattacks while improving overall 
product security.

Testing and Orchestration

Here’s a fact. More and more organizations are 
starting to adopt better proactive testing approaches 
aimed at enhancing visibility and improving overall 
code quality. In the development phase, software 
composition analysis (SCA) has started to appear more 
frequently, as well as interactive application security 
testing (IAST), as a legitimate alternative to dynamic 
application security testing (DAST). This is a step in  
the right direction, one we will discuss more in a 
moment. But it’s not enough.  

Application security testing, aimed at enhancing 
visibility and improving code quality, cannot find 
success without orchestration. When security leaders 
learn to orchestrate the management of their security 
scanning tools and processes, including the use of 
both commercial and open source, they can stop trying 
to drink from a firehose. In other words, orchestrating 
the security tools you already have in place, and those 
you may obtain in the future, allows you to correlate 
and use the massive influx of valuable information they 
generate—not drown in it.

As a capability, orchestration consolidates security 
issues, prioritizes risk based on business context and 
integrates back into developer workflows through 
existing tools. You can stop wrestling with unwieldy 
data and instead, use prioritized scan data to assess 
the criticality of your security posture and get moving 
on remediation. Once orchestration is in place to 
manage existing tools more effectively, you’ll need to 
pair it with automation to help educate developers on 
how to spot and fix vulnerabilities in their own code. 

Automation and orchestration are what help bring 
security into the DevOps world. Orchestrating 
automated security tools and vulnerability data 
enables the creation of “single units of work” for 
development, prioritized by genuine risk, and brings 
the entire organization closer to DevSecOps. We’ll 
come back to automation shortly, but first—you need to 
know a bit more about the power of secure DevOps.

Step III: Move Toward Secure DevOps

Introducing security into the DevOps world is more 
important than ever. DevOps has fundamentally 
changed how software is developed and delivered, as 
it helps organizations get higher quality products and 
services to market quickly. This means security is now a 
quality issue and should be managed that way. DevOps 
has revolutionized development in terms of speed, 
capability and agility, while security is still emerging 
from a traditional, all tool-based model. In this new 
world, classic controls aren’t really there, so the 
program you use to manage risk becomes your control. 
The result of these differing approaches is a risk chasm 
with no way to prioritize. Any attempts at remediation 
actually slow down the development process—and 
therein lies the conflict. We need to drive people and 
processes over technology, now more than ever. 

The journey to DevSecOps—otherwise known as the 
relationship between security and development—is 
an ongoing cultural shift. Application security testing 
has traditionally posed a problem to DevOps, as 
it breaks the flow and agility of the process and 
creates friction between security and development 
teams. While development often acknowledges the 

https://www.zeronorth.io/solutions/product-security/
https://www.zeronorth.io/solutions/devsecops/
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value of testing, even though they’re not necessarily 
incentivized to undertake it, their mission is to 
produce software within narrow timeframes—not 
thwart speedy innovation. DevSecOps is what makes 
room for security to be integrated into the software 
development process from the beginning. And it is 
what allows organizations to continuously address 
security vulnerabilities before they become a problem. 

Secure DevOps supports the theory of “early 
and often” testing discussed earlier and allows 
organizations to push out safe, quality code. 
Developers are embracing this agile and iterative 
model to support extremely rapid release cycles 
while meeting the demands of digital and business 
transformation. As a result, secure DevOps remains 
a determining factor in the overall strength of an 
application security program.

Security as a Business Imperative

An effective security approach is comprehensive and 
continuous. Application security demands coordinated 
collaboration among the development, security and 
operational elements of the program. Security must 
understand the demand incentives of the development 
teams, while developers—as well as the rest of the 
organization—must begin to view security not as an 
obstacle, but as a business imperative. 

Orchestration fits in nicely here and supports the 
DevSecOps process in a few ways. When security 
scanning tools are orchestrated, organizations can 
align their focus around key risks and business 
priorities, putting everyone on the same page 

and speaking the same language. From a process 
perspective, orchestration introduces security 
seamlessly from the start. And from a tech 
perspective, orchestration provides the ability to test, 
select and onboard all application security scanning 
tools across the SDLC—without overtaxing budgets or 
resources. Orchestration offers an easy way to manage 
security tools while gaining the same continuous and 
consolidated view of risk to critical assets. 

STEP IV: Find Security in Open Source  
Software 

With all this talk about orchestrating scanning tools, 
it’s time to refocus our attention on the use of open 
source code in software development. Open source 
components are widely used by development teams 
and can be a key factor in acceleration. But there’s 
a catch. When open source components are not 
managed properly, they can introduce considerable 
risk to the overall quality of your software. And when 
software quality is affected, so is security. 

As the speed of development continues, it’s important 
to consider the security implications of using open 
source software. The primary concern revolves around 
a failure to maintain (through periodic patches and 
updates) open source code, which can render it 
vulnerable to attack. Experts tells us vulnerabilities in 
open source code increased by almost 50% in 2018, 
affecting the integrity of container security as well. 
Even so, the demand for open source components is 
experiencing an all-time surge, with some 21,448 new 
open source releases available to developers each 
day.4 As a result, experts suggest those who use open 
source code should choose carefully, making sure 
it’s maintained by a trusted enterprise vendor with 
processes in place to report issues. 

Further, updates and patches for open source 
vulnerabilities aren’t published in one centralized 
repository, which means a flaw in one library 
can potentially affect hundreds of thousands of 
applications and invite cyberattack. 

When open source components 
are not managed properly, it 
can introduce considerable risk 
to the overall quality of your 
software.

4 Source: Amid Supply Chain Concerns, is Open Source Software Secure?

https://www.zeronorth.io/resource/are-quality-and-security-synonymous-in-software/
https://www.zeronorth.io/resource/are-quality-and-security-synonymous-in-software/
https://www.zeronorth.io/resource/are-quality-and-security-synonymous-in-software/
https://www.cbronline.com/analysis/is-open-source-software-secure
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Because tracking and taking inventory of open 
source-related vulnerabilities, patches and updates is 
challenging, managing security and compliance can 
quickly lapse into an operational nightmare. 

Balancing Solutions

On the bright side, SCA tools play a key role in 
identifying and tracking open source vulnerabilities— 
if and when these tools are incorporated early in the 
SDLC. This level of visibility into open source allows 
developers to take action immediately and implement 
recommended fixes with minimal effort. SCA tools 
also complement other scanning tools in your security 
workbench—such as SAST, DAST, IAST, container 
management and cloud configuration tools—by 
identifying flaws and vulnerabilities in open source code. 

STEP V: Invite Automation and Orchestration 
Into Security 

Time to focus on automation. Security must continue 
the fight to keep up with development. And to achieve 
this, it will need automation. Based on industry 
research, we know automated scanning can serve 
two purposes. “It helps identify and remediate 
vulnerabilities before they progress in the SDLC, 
and it provides developers an in-the-moment, 
real-time training, teaching them how to spot and 
fix vulnerabilities in their own code.”5 Automating 
tasks speeds delivery and increases the reliability of 
executing important but predictable work.  

Automation is another important piece in the move 
toward DevSecOps. In fact, it may be the common 
denominator. We know 29% of global development 
managers say setting up automation early in the 
SDLC should be a top priority for everyone this year 
because it leads to more continuous scanning and 
faster remediation.6 Automation in DevSecOps creates 
a shorter feedback loop and minimizes friction to help 
engineers find and fix security issues faster, as part of 
a clear workflow. It empowers development, security 
and operation teams by fostering a new culture of 
collaboration across the SDLC, regardless of the 
deployment framework. 

Automation Meets Orchestration

An ideal DevOps environment includes both 
automation and orchestration. Automation is focused 
on technical tasks, while orchestration centrally 
manages workflows and processes. Automated code 
analysis and security scans can be orchestrated across 
all of your applications, based on simple policies, 
and run continuously. This gives both security and 
development teams the same level of visibility into 
all aspects of the security tool chain—and the same 
view of which issues must be addressed and fixed. 
This approach also allows teams to find and manage 
the vulnerabilities in both proprietary and open source 
code in the same way. 

Embracing automation and orchestration together will 
help you bridge those deeply-rooted cultural divides 
across development, security, quality assurance and 
beyond. Security is truly integrated into software 
development, and developers can ensure they have 
discovered and fixed all critical code and application 
vulnerabilities before they move to production. 

While the shift to replace organizational silos with 
DevSecOps and CI/CD workflows is evolving, the 
benefits of automation remain steadfast. From 
streamlined, collaborative development to better 
operational approaches, automation in DevSecOps is 
what brings high quality (and equally secure) software 
to market faster. 

5 Source: Forrester The State of Application Security, 2020
6 Source: Forrester The State of Application Security, 2020

Orchestration offers an easy 
way to manage security 
tools while gaining the same 
continuous and consolidated 
view of risk to critical assets.

https://www.zeronorth.io/solutions/orchestrate-security-scanning-tools/
https://www.zeronorth.io/solutions/orchestrate-security-scanning-tools/
https://www.zeronorth.io/solutions/orchestrate-security-scanning-tools/
https://www.forrester.com/report/The+State+Of+Application+Security+2020/-/E-RES159057?objectid=RES159057
https://www.forrester.com/report/The+State+Of+Application+Security+2020/-/E-RES159057?objectid=RES159057
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Conclusion
Yes, there are a lot of factors to consider when building 
out a robust application security program, but one 
thing is for sure: businesses today absolutely must 
embark on successful digital transformation initiatives 
like these if they hope to meet customer demands—
quickly, affordably and securely. This goal demands 
contextual insights so you can make informed 
business and operational decisions on risk and the 
security readiness of your products. And to deliver 
secure products, developers must have the tools 

and processes in place to build secure, high-quality 
software right from the start. Organizations can now 
effectively scale their vulnerability discovery programs 
while also improving productivity, quality—and of 
course, application security. Tolerance for anything 
less is becoming a thing of the past. 

To learn more, contact us at ZeroNorth to find out 
how you can build up or accelerate you own robust 
application security program right now. Or feel free to 
request a demo of our capabilities at any time. 
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